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TAKE-AWAYS FROM THIS SESSION

1. Insight on specific cybersecurity threats healthcare organizations face on a daily 

basis

2. Lessons learn and practical advice for reducing the risk of cybersecurity threats

3. A perspective on reaching outside your organizational boundaries to reduce 

cybersecurity risk & improve preparedness



CYBERSECURITY BREACH ARE ON THE RISE IN 
HEALTHCARE



CYBERSECURITY BREACHES HEADLINES



HEALTHCARE CYBER TRENDS

• Healthcare data most valuable

• Phishing/email is easiest method of attack

• Cyber defense improving, but still lagging

• Medical facilities use credit cards nearly as much as retailers

• More are purchasing cyber insurance

• OCR and CMS doing more audits

• Fines being issued for lack of “basics”

• Likely we will get more regulations



CERTAIN 
INDUSTRIES HAVE 
HIGHER DATA 
BREACH COSTS

• Heavily regulated industries such 

as healthcare and financial 

organizations have a per capita 

data breach cost substantially 

higher than the overall mean. 

Public sector, research, media and 

transportation organizations have 

a per capita cost well under the 

overall mean value. (source: Ponemon

Institute - 2018 Cost of Data Breach Study)



CYBER CHALLENGES

• Cyber education takes time from patients

• Typing passwords slows down patient care

• So much access to patient data, a malicious insider is difficult to detect

• High volume of external data flows

• Networked medical devices and IoT

• Remote vendor support common

• EHR access from anywhere (required)

• Lack of maturity & high value of data

• And many more!



MEET OUR PANELIST

• Dee Cantrell, GA HIMSS Board CIO, U.S. Retina

• Lisa Countryman, Information Security Officer, Piedmont Columbus Regional

• Edward McKinney, CISO, Floyd Medical Center

• Patty Lavely, GA HIMSS Board CIO, Gwinnett Medical Center


