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3. A perspective o ational boundaries to reduce

cybersecurity risk & improve preparedness




Healthcare is predlcted to suffer 2-3X more
cyberattacks in 2019 than the average
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3 phishing hacks breach CMS responds to data Two phishing attacks on Update: Misconfigured 3 Macsachicatts hoshitals
20,000 Catawba Valley breach affecting 75,000 in Minnesota DHS breach database breaches MedCall fined nearly $1 millio?I by
patient records federal ACA portal 21,000 patient records Advisors OCR for HIPAA violations
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Ransomware attack
breaches 40,800 patient
records in Hawaii
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Phishing attack breaches
38,000 patient records at
Legacy Health
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417,000 Augusta University
Health patient records
breached nearly one year
ago
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LabCorp's network breach
puts millions of records at
risk
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1.4M records breached in
UnityPoint Health phishing
attack
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®* OCR and CMS

® Fines being issued for lack of “basics”
@
/} ® Likely we will get more regulations



ERTAIN
INDUSTRIES HAVE
HIGHER DATA
BREACH COSTS

Heavily regulated industries such
as healthcare and financial
organizations have a per capita
data breach cost substantially
higher than the overall mean.

Public sector, research, media and

transportation organizations have

a per capita cost well under the

overall mean valuve. (source: Ponemon
Institute - 2018 Cost of Data Breach Study)

Figure 7. Per capita cost by industry sector

Meazurad in USE

Health

Financial
Services
Pharmaceuticals
Technology
Energy
Education
Industrial
Entertainment
Consumer
Media
Transportation
Communication
Hospitality
Retail

Research

Public

. J

I 5205
I
T
I ¢ 70
I 167
I 65
I < 15>
T
I <0
I '+
I 5122
I ¢ 2¢
I 20
I i
I s

I ;s

50 $s0 5100 §150 5200 5250 $300

$350

$400

$4s0



® EHR acces

® Lack of maturity & high value

®* And many morel!
O







